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E-Commerce-The process of managing online financial transastlonindividuals and companies is called E-
commerce. This includes consumer and business-iodasstransactions. Mainly e-commerce focuses en th
systems and procedures whereby financial docunasatsnformation of all types are exchanged, suabndiae
credit card transactions, e-cash, e-billing, e-desq electronic invoices, purchase orders and diahn
statements. E-commerce enables the consumer EDIftypdionality on the Internet. E-Commerce is also
known as EC or Electric Commerce, which performs liginess communication and transactions over
computer networks and through computers linkethéd/orld Wide Web (WWW).

In other words, eCommerce is the process of bugimhselling of goods, services and transfer of $und
through digital communications. E-Commerce alsduides all inter-company and intra-company functjdike
sales, marketing, accounts, logistics, manufaajuramd negotiation. It also includes electronicdiitransfer,
smart cards, digital cash, and all other methodsoafpleting business transactions over digital netas EC
enables the corporate sector to use electronic &EBIl (Electronic Data Interchange), file transfaigital fax,
video conferencing, workflow or interaction witlremote computer.

E-business or e-commerce is doing many businesgitias electronically using Internet-centric
technologies, which includes business-to-businebsisiness-to-customer and middlemen managed
electronically. The B2B kind e-commerce refers toompany selling or buying from other company [4. |
B2C kind of business, the company floats its prodoformation on web and consumers select the redui
products and orders after making payments electatipi Similarly, electronic media has replaced the
traditional middlemen’s. Similarly, EDI is a proset conduct business transactions electronicalbh sas
sending/receiving of orders, invoices and shippiatices used by many Organizations.

Internet has changed the day-to-day life of a commen including corporate world. The companies,
regardless of size, can communicate with each @tleetronically. This means of communication is ¢ine of
the fastest mode of communication at low priceerimét is the backbone of e-commerce.

On other hand, e-commerce is commonly used by @weufactures for best deal that match the time astl ¢
requirements. Production schedule are preparedhtemdthey go through the inventory to check whi€hhe
materials need to be ordered and which supplienspravide them according to their requirements.nThe
manufacturer post these order requests, genergtétetsystem, to the various suppliers throughititernet.
The suppliers then reply with their quotes and @elivestimates. Manufacturers may also post thedyction
schedule onto the web to allow the suppliers ttebg@repare themselves to meet the production désnainthe
manufacturer. Some benefits of this approach arerek @urchasing cost, Reductions in order procedsing,
Reduction in inventories
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There are some businesses those depend solely eirttred shop. The shop, which doesn’t have it's gibgl
existence for the customer to walk through likeeinet booksellers- Amazon.com.

In all these type of electronic transactions thekisaransactions are directly or indirectly invoked therefore
the electronic banking systems or Internet bankiygtems plays an important role in current econoriie
picture [2] given below explains the role of e-bauik e-commerce.
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Thus in short we can describe that the process yihguwand selling or exchanging the products, sesji@and
information through computers and computer netwdrn@uding the Internet is a concept Bfectronic
commerce

» Electronic Commerce includes delivery of informatioproducts, services, or
payments through computers/telephone line or amgratlectronic means.
» Electronic Commerce is the tool, which deals with desire of firm and individuals.
It improves the cost of the goods in today competiarket scenario and speed up
the service delivery etc. EC provides online tratisac
As stated above in all these transactions the barkslirectly or indirectly involved in it, whicls ireferred as
Cyber banking, Electronic banking, virtual bankihgme banking, or online banking. Electronic bankiag
capabilities ranging from paying bills to securiagloan electronically to personnel account mainteaa
Electronic banking saves time and money for usérdffdrs an inexpensive alternative to branch bagkind a
chance to enlist remote customers for banks. Mamk$¥are beginning to use home banking. [3]

For example Wells Fargo is a one of the largesif@@ala-based bank having over 1,700 branches all
over country. Its dealings are done through cortipetstrategy of cyber-banking. The bank wants taneat its
millions of customers through Internet and netwiodkdreds of branches. Web portal i.e.www.wellsfargm
of banks offers multidimensional/diversified seegoon line. The services are categories like: orffieesonal)
banking, personal finance services, small businemsmercial banking, and international trade. tiliates
shopping by offering a virtual mall in which we camy from the Wells Fargo Museum Store

The silent features of home banking areKnow the current account balances and transactivosgh Internet
and computer at home. It can provide current stafusredit/debit cards. Payments can be made tmuwsr
segments; money can also be transferred to anyiatodll these activities save time and effortsrafividuals
as well the corporate sectors, which is preciousadern age of 2020.

Implementation and Security Issues of Online Tradig :But the major concern is the security of financial
transactions through online banking those mustigel\nsecured. Example of how Bank of America pdesa
security and privacy to their customers. In Indlia State Bank of India, which is the one of thgdat bank of
India claims maximum security possible on its poraw.sbionline.com.

However most of the service providers like BankAagherica (B of A) provides extensive security to its
customers. Some of the safeguards provided byahk B of A are “Customers accessing the system ttan
outside must go through encryption provided by S8H digital certification verification. The certifition
assures you that each time you sign on you indeeaannected to the Bank of America. Then the messag
goes through an external firewall. Once the logmeen is reached, a user ID and a password arggeqlihis
information flows through a direct Web server, ahdn goes through an internal firewall to the aggilon
server. The bank keeps the information accurategctions are made quickly. The company uses “caedkae
learn about the customers. However, customers @ainat both the collection and use of the inforroatiThe
bank provides suggestions on how to increase $gcud]
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Banks creates bank’s intranet to allow customersenpersonalized service for access. Many Onlingk$an
allows to customers access to their accounts, ridatotransactions, and any other related datauding
Intranet-based decision support applications, whialy be of interest to the customers.

The success of the online banking depends on adigan€ the banks with other banks, software venduord,
information services. Effective outsourcing, Foars the profitability of the customer, proper guidano
customer for investment and bank should keep justrdral role in the payment environment. Which nsei
should play the role of service provider not thefiprmaker. For services the nominal charges magidzkicted
from the customers account with proper breach.

Online services may include the transactions lilanthnly bills, such as telephone, utilities, credhrds, cable
television, and so on; online services are mostygored by the individual and corporate sector.

Banks are providing the services like: automatmdsfers of amount to pay monthly bills- customeayg their
gas and water bills automatically from their bamkaunts. They provide online payments to other bams
market through credit card and online system.

The new form of traditional banking products andvees directly to customers through electronic
communication channels is known Bshanking which includes financial services to institutiortalstomers
and individuals, to access accounts, transact essjror obtain information on financial productd aervices
through a public or private network, including tiiternet. e-banking services using an intelligdetteonic
device, such as a Personal Computer (PC), Perdaigahl Assistant (PDA), Automated Teller Machine
(ATM).

The common banking service providers are providimgamers with the ability to conduct transactidmetigh

the financial institution’s website by initiatingabking transactions or buying products and servi€esne
common E-banking Retail services are — Account Mangent, Bill Payment, New Account Opening,
Investments, Loan Application etc. and Wholesaleies are Account management, Cash management, Smal
business loan application, b2b payments, emplogeefiis etc. Banking transactions can range fromesoing

as basic as a retail account balance inquiry &ogelbusiness-to-business funds transfer.

However, the services provided by these websitgmsex a financial institution to higher risk thansica
informational websites. Wholesale e-banking systimially expose higher financial risk to instituts since
such commercial transactions usually involve largerounts. In addition to the risk issues associatitd
informational websites, examiners reviewing tratisaal e-banking services should consider the sdike
Security controls for safeguarding customer infation; authenticatioprocesses necessary to initially

verify the identity of new customers and autheméicaxisting customers who access e-banking sepizeses
from fraud if the institution fails to verify th@éntity of individuals or businesses applying femnaccounts or
credit on-line, possible violations of cyber laws regulations pertaining to consumer privacy andatige
public perception, customer dissatisfaction, antbqial liability resulting from failure to proceskird-party
payments as directed or within specified time framiack of availability of on-line services, or wiaorized
access to confidential customer information dutmagsmission or storage.

E-Banking Components and configuration depends &arent factors. Financial institutions should ckeo
their e-banking system configuration, includingsmutrcing relationships, based on factors- Strateljectives
for e-banking, Scope, scale, complexity of equiptnepstems, activities, Technology expertise andufsyc
and internal control requirements as per the neédsustomers. The host servers may require entikes
Internet service provider, Internet banking sofevaendor or processor, Core banking vendor or gsmre
Managed security service provider, Bill paymentviger, Credit bureau, and Credit scoring companagrtap
from Website design and hosting, Firewall configiora and management, Intrusion detection systens)ID
Network administration, Security management, Irgerbanking server, E-commerce applications, Interna
network servers, Core processing system, Prograghnsipport, and Automated decision support systéms e



These components work together to deliver e-bangargices. The following configuration or structumay
host the e-banking system.
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Figure 1: Third-Party Provider Hosted E-Banking Diagram

Within the organization the following structure mayvide the e-banking system control and operation
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Figure 2: In-House E-Banking Diagram



“The importance of best practices is evident in dieparity in adoption rates between leading andage
banks,” says Grealish. Commenting on the US masket,says that although all large and mid-sized&dand

a growing number of small banks offer online bagkitheir offerings are far from equal. User-frigndks is
uneven, support varies, and features menu diffeabiy Big gaps still exist with many small bankst iyet

offering online service and funds transfer captédi “An intuitive GUI is essential for the online bangin
solution; the number of clicks needs to be redw®tiuser interface needs to be customer friendly."

The Internet banking should ensure the performarficieo application and highest degree of securitye Th
online banking application should run with diffeteapplications like core banking applications €fbe e
banking should be such that customer should gesaterough e-mail, SMS, voice, fax and Interneewlany
wrong operation occurs. Internet banking providexfions like account access, account history,standing
instructions, with features like bill payment anohdls transfer. One more important attribute isndmitive GUI

is essential for the online banking.

Small Medium Enterprise (SME) are benefited more wwitidern form of the e-banking whether the SME is a
Retailer, Wholesalers, a Supermarket, Real estatelapers/owner, Self employed professionals, Garag
Owners, Small manufacturers, a Hotel/Hotel Chaimsmear, Restaurants owners or mom-n-pop shops. The
global economic slowdown and better potential farfigs have forced the financial institutions tepide more
services to SMEs according to their requirementpafde setup of services / division within the entre-
banking setup may increase potentiality in SME sednteurvey, shows the SME expects - The basic needs,
the expanded financial offering and the value adidsynload bank statements, transfer funds between o
accounts or another account within the same baukder cheques, request to open a deposit, viedit card
statement etc from online banking.

Another segment of e-banking is Consumer-e-bankihigh provides internet and mobile solution forarket
banking customers and a single unified view of ¢hstomer's relationship in the bank. Retail custsnmeay
get real-time access to their account inquiriesdfiransfers, credit cards, mutual funds, paymetats

Corporate-e-bankings a comprehensive corporate and small busineskirtgaisolution, which provides the
corporate banking relationships across asset ahitlitly products, limits, trade finance and casmagement.

Conclusion

Customer’s expectations and demands for new, fiexdbrvices have raised with the developments in
technology. Two such demands and expectations-&enimerce and E-Banking. E-Commerce and E-Banking
are results of technological development. Thereislaubt that the E-banking concept is beneficidddth the
customers and the bank. But present form of e-lbgnkeéed some modifications like it should providevices
like Decision making (Decision Support System) aisds the portfolio maintenance is concern, theyukh
guide the customer for investments, a common clgveis required for financial transitions is we dde make
it global.

E-Commerce and E-Banking are two sides of the caid therefore we cannot discuss the
opportunities offered by E-Commerce without disauggE-Banking. Security is also a most importasties of
the online banking to ensure the highest degresaidirity. The e-banking should be such that custameuld
get alerts through e-mail, SMS, voice, fax andriméwhen any wrong operation occurs.

Therefore In our opinion the current form of E-biaugkservices should consider global prospective the
Security controls, Authentication, Losses from iacommon cyber law and it should also includefdaures
like DSS otherwise a day will come when the gldBahdustry will face the problem like Y2K in neautfire.
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